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Downloading the user documentation

[1 Download the latest user documentation before using the device.
Observe the instructions in the user documentation. You find the latest
user documentation at:
https://www.doc.hirschmann.com

[Safety] Conditions for connection and installation

[1 Observe the conditions for connection and installation for the range of
devices in question that are listed in the user documentation before
you connect the device to the supply voltage. You find the latest user
documentation at: https://www.doc.hirschmann.com

[1 Verify that the electrical installation meets local or nationally applicable
safety regulations.

[1 The characteristics given in the data sheet are exclusively valid if the
instructions for installation and use in the user documentation are
observed.
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[Safety] Qualification requirements for personnel

This product may exclusively be erected, installed, set up and operated
by persons who are adequately qualified to perform the task, for example
having been trained, taught or authorized to connect, to switch on and off,
to ground and to label power circuits, devices or systems in accordance
with current safety engineering standards.

[Safety] Setting up the device

A\ WARNING

ELECTRIC SHOCK

L1 For supply voltage connections with protective conductor connections
and/or ground connections on the device casing:

Ground the device before connecting the power supply and other
connections. When removing connections, remove the protective
conductor or ground conductor last. Observe the instructions in the user
documentation.

LI Exclusively connect a supply voltage that corresponds to the type plate
of your device.

L1 Verify that the power supply has an easily accessible disconnecting
device, for example a switch or a plug.

1 Never insert pointed objects (narrow screwdrivers, wires, etc.) into the
device or into the connection terminals for electric conductors. Do not
touch the connection terminals.

L1 Exclusively install this device in a switch cabinet or in a restricted access
location to which maintenance staff have exclusive access. Observe the
instructions in the user documentation for other installation locations.

Failure to follow this instruction can result in death, serious injury, or

equipment damage.

A\ WARNING

FIRE HAZARD

Install the device in a switch cabinet with fire protection characteristics
according to IEC 60950-1. Observe the instructions in the user
documentation for other installation locations.

Failure to follow this instruction can result in death, serious injury, or
equipment damage.
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A CAUTION

OVERHEATING OF THE DEVICE

Verify that all ventilation slots are clear when installing the device.

Verify that there is at least 4 in (10 cm) clearance between devices.
Observe the instructions in the user documentation for smaller clearances.
Failure to follow these instructions can result in injury or equipment
damage.

[Safety] For devices and connections with supply voltages
<30 V AC or <60 V DC
Supply voltage connections and signal contacts may exclusively be
connected to SELV circuits with voltage restrictions in accordance with
IEC/EN 60950-1. Observe the required fuse ratings in the user
documentation.
For devices with Class 2 indication on the type plate the following
requirements apply:

Alternative 1

The power supply complies with the requirements for a limited power

source (LPS) as per EN 60950-1.

Alternative 2

Relevant for North America:

The power supply complies with the requirements as per

NEC Class 2.

Observe the instructions in the user documentation.

First login (Password)
Applies to devices with the following software releases and later:
Classic 9.1, Classic RSB 5.4, Classic Firewall 5.4, HiOS 7.1/8.1,
HiSecOS 3.3, HILCOS 10.12-RU2, GECKO 2.2

To help prevent undesired access to the device, it is imperative that
you change the default password during initial setup.

Perform the following steps:
[J Open the Graphical User Interface or the Command Line Interface
the first time you log on to the device.
Note: For devices with Classic / HIOS / HiSecOS software, you can
also use HiView.
For devices with HILCOS software, you can also use LANconfig.
[1 Log on to the device with the default password.
The device prompts you to type in a new password.
[1 Type in your new password.
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To help increase security, choose a password that contains at least
8 characters which includes upper-case characters, lower-case
characters, numerical digits and special characters.

[1 Depending on the device software and the way you log on to the
device (Graphical User Interface, Command Line Interface,
HiView, or LANconfig), you might be prompted to confirm your new
password.

[] Log on to the device again with your new password.

Note: Applies to devices with System Monitor: If you lost your
password, then use the System Monitor to reset the password.

For further information see:
https://hirschmann-support.belden.com/en/kb/required-password-
change-new-procedure-for-first-time-login

Applies to the following devices that are delivered with a unique
password that is located on a label on the device:
OWL family, BAT-C2

Perform the following steps:

[ Open the Graphical User Interface the first time you log on to the
device.

Type in the user name “admin”.

Type in the unique password that is located on a label on the
device.

Click the “Login” button.

To help maintain the security of your network, change the
password.

oo g

FCC note

This device complies with part 15 of the FCC rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Underlying technical standards
The device has an approval based on a specific standard exclusively if the
approval indicator appears on the device casing.

Manufacturer’s address

Hirschmann Automation and Control GmbH
Stuttgarter Str. 45-51

72654 Neckartenzlingen

Deutschland

www.hirschmann.com
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Patent notices

The device may be covered by one or more patents.
For further information see:
www.belden.com/patents/hirschmann
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I Declaration of conformity SJ/T 11363 (China-RoHS)

's|Iejap 4o} |-(9)/ |11 Xauuy ‘NF/59/110Z dA08llq ueadoing o) Jojal 8ses|d

“{I-9)£ 1Nl xauuy } iir|-(0) L & rh €3 FINT/S9/) LOTS HEER YA Bl Z [n Bl

‘1-(9) 2 111 Xeuuy ‘N3/S9/L10Z eAloalIq ueadoinT ul palsl| Se pes| UIejuod Aew ygDd Uo siuauodwod 01uojoa|g "pes| Jo 881} SI Jap|og :A|quiasse pJeod 1o pajulld -

" E B UESHOL B YN S-Sy f) A0 E i am . Wy £ a8 [uf) AL LI Mvadd & v Ear *vadd -

‘s|iejop 10} ()9 [1| Xeuuy ‘NI/59/LL0Z dAnvaIIQ Ueadoind 0} Jojal asesld

*{(9)9 |1l xouuy } iir (9)9% h €3X HINI/S/ L LOZ <% S FE YK il < [ 1

"SHOY N3 Jo suonipuod [euondaoxe Yiim saljdwod sy} ‘IeAeMOoY (%, ¢ “Xeuw JO JUSJUOD pes| e aAeY Aew Sselq JO apew sjusuodwod [e1sj) -

b % PESHOMER YIS S H I A R0 < UING Ol Y3 [ 1o 0 T 1 o) S b e -

‘Syleway

%7

"Jusuodwoo siy} JO s|elslew snosuasBowoy ay) Jo 8U0 1Ses) 1e Ul Z/59Z 1/99 Aq palinbal syiwi| syl spesoxe palsi| @oUBIsgns snop.lezey ay) Jey) sejeolpu)

K E G 2N 22692 LD R SO vk sk f M o — 3 Gl IR ) 0 5 W g 2 Bz e X

“Jusuodwoo sIy) Jo sjels)ew snosusbowoy [je Ul Z,69Z 1/99 Aq palinbal s)iwi 8y} mojaq si palsl| 8oueIsgns snopJezey ay) 1ey) se1eoipu|

"L YA EE N CH 2N 2LGOT L/GD T LT K OH ch ek Jo M o7 B 64 A D My 2 o st O

‘(SHOY BuIyD) $9€1L 1/rS plepuers Alojeinbal Jo suoisirnoid 8yl Y)im aoueplodoe ul psonpold si 8|gel siy L

°[hMEOWELH POEL L LIPS B

Klquasse pieoq }InaJd pajuld
O O O O | O | X | WygrEivadd
SSeuq Jo apew sjusuodwod [eja|N
¢ O O O O X foh sl <l B
siayie |Auaydip pajeuiwolghlod | s|Ausydiq pajeulwolgAiod wnIwoJy) jus|eAexsy wniwpe) Ainolaip pea
(3aad) #isk — ¥ £ | (gad) ¥ 2 | (IA) 10) KU | (pD) B | (BH) 2 | (ad) aueu Jusuoduiog

Wi

aouelsqgns snoplezeH

Y= B

pJepuels Aloje|nBai asauly) 0} Buipioooe seoueIsqns SNopJezey JO SJUSJUOD pue SalieN

B W 4 2 D N 22 B ch T o DH 0 ] o B2

Buly) gd ul asn Jo4

Release 09 12/2019

Safety and general information sheet



	Downloading the user documentation
	[Safety] Conditions for connection and installation
	[Safety] Qualification requirements for personnel
	[Safety] Setting up the device
	[Safety] For devices and connections with supply voltages <30 V AC or <60 V DC
	First login (Password)
	FCC note
	Underlying technical standards
	Manufacturer’s address
	Patent notices
	Declaration of conformity SJ/T 11363 (China-RoHS)

